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This symbol, found on your product or on its packaging, indicates that this
product should not be treated as household waste when you wish to dispose
of it. Instead, it should be handed over to an applicable collection point for the
recycling of electrical and electronic equipment. By ensur ing this product is
disposed of correctly, you will help prevent potential negative consequences to the
environment and human health, which could otherwise be caused by inappropriate disposal
of this product. The recycling of materials will help to conserv e natural resources. For more
detailed information about the recycling of this product, please contact your local city
office, household waste disposal service or the retail store where you purchased this

product.

@ This equipment obtained certification by using 1.5M serial cable.
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1.1 Overview

Along with the development of the Internet, the demand for data communication
functions has increased recently. Data communication over the Internet requires using
TCP/IP, the Internet communication protocol. That is to say, in order to connect a system to
the Internet, TCP/IP protocol must be implemented. It is possible to implement TCP/IP by
directly implementing the protocol, porting public TCP/IP, or using Operati  ng System (OS).
However, all these methods impose burdens on the developer in time, cost, and technology.

ezTCP series, a Serial y TCP/ I P protocol conver
enables you to use TCP/IP communication (the Internet communicati on) function simply by
rconnecting the cable to a serial portR. ezTCP sen
network after TCP/IP processing, and vice versa.

CSEH21 in ezTCP product group is a product that provides TCP/IP communication
through Ethernet. In other words, like other ezTCP products, CSEH21 sends data from the
serial port to the LAN after TCP/IP processing and vice versa.

As CSEH21 has 2 RS232 ports, it can be connected to two RS232 devices in the same
time. And it is easy CSE-H21 to attach to user systems because of its compact size.

Because it has SSL and SSH function, user can communicate more safely. And i t provides
DHCP and PPPoE functions, so that it can be applied to the cabl e network and the xDSL
network . And it has DDNS (Dynamic DNS) function, so it can be used more easily in the
internet.

It can be operated wide range temperature condition and its serial ports are isolated
electrically and there is surge protection function on the Ethernet port, so it is very suitable
for noisy industrial environme nt.

It also provides debugging function, so user can solve the problem with ours.

1.2 Components

CSEH21 Body
DVD including utilities and documents (Option  al)
5V Power Adapter (Option al)

RS232 cable for PC connection (Option al)

Sollae Systems Co., L -5- http://www.ezTCP.com
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1.3 Specification
131 Har dwar e

Input Voltage DC 5V (010%)
Power -
Current 270mA typical
Dimension 158mm x 90mm x 24mm
Weight About 340g
CPU Arm7 Core
Serial 2 3 RS232f RTS/CTS Flow Control
eria
(Baud rate: 300bps ~ 230,400bps)
Serial Port :
Ethernet 10Base-T or 100Base-TX (Auto-Sensing)
Network
Auto MDI / MDIX cable auto -sense
Storage Temperature: -40 ~ 85 n
Temperature i
/ Operating Temperature: -40~850D
Certification MIC, CE FCC
RoHS RoHS Compliant

132 Softw

Table 1-1 hardware specification

ar e

TCP, UDP, IP, ICMP, ARP, DHCHPPPOE DNS lookup, DDNS(Dynamic

Protocol _
DNS), Telnet COM Port Control Option(RFC2217) , SSL, SSH
Diagnose Online Debugging Function
Normal For Normal Data Communication
Operation -
ISP For Upgrading F/W
mode
Serial Configuration For Configuration via Serial
TCP Server TCP Passive Connection
Communicat TCP Client TCP Active Connection
ion mode AT Command TCPPassive / Active Connection
UDP UDP f No Connection
Configuration Utility for MS Windows
Major ezManager )
(Supports Downloading F/W)
Utilities
ezVSP Serial to TCP/IP Virtual driver for MS Windows

Sollae Systems Co., L

Table 1-2 software specification
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1.4 Layout
141 Layout

There are an Bhernet port, two RS232 ports, and a Power so cket on the top side. And
there is an ISP switch on the right side. And 15 LED indicators are inthe = CSEH21.

Ethemet Serigl Ports Power Input

ISP Switzh

Figure 1-1 CSEH21 Layout

@ Sollae Systems Co., L -7- http:/www.ezTCP.com
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142 LED i ndi

There are 15 LED indicators on the CSEH21. The left 5 are for LAN status, and the
middle and right 5 are for COM1 and COM2 respectively. The followings are the operations

cators

of each LED indicators.

There is an ISP switch on the side.

Configuration Mode.

Sollae Systems Co.

L

more information on firmware download.

Mode Name Color LED Status Description
PWR Red On Power is supplied.
CSEH21 is connected to the
LINK Green On
LAN Ethernet.
RXD | Yellow Blinks Ethernet packet is received
TXD Green Blinks Ethernet packet is transmitted
Common RXD | Yellow Blinks serial data are received
TXD Green Blinks serial data are transmitted
There are enough rooms to
COM RTS Green On ) ]
receive serial data.
CTS signal from the counter -part
CTS | Yellow On . ]
serial device
Blinks in ) i
IP address is assigned.
every second
Normal LAN STS Yellow
Blinks 4 times IP address is not assigned in
mode
/sec DHCP or PPPoEmodes.
COM TCP Green On TCP is connected
ISP
LAN STS | Yellow Off CSEH21 is in the ISP mode
mode
RXD/ blink 2 times
CSEH21 is in the Serial
Serial LAN TXD/ - /sec ) _
) Configuration mode
Configuration STS at one time
mode A RS232 cable is connected for
COM1 | TCP | Green On ) i .
the serial configuration.
Table 1-3 LED indicators
143 1 S8wi tch

If this switch is push 20ms~1s, it operates as Serial
If this switch is push over 1 second, CSEH21 operates as ISP mode.

User can do firmware download to the CSE -H21 in the ISP mode. Please refer to 4.2 for

http://www.ezTCP.com
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1.5 Interface

151 RS2 PD( DB 9 M)

There are two RS232 ports. The ports are interfaced with 9 pin D -sub male connectors.

The serial ports are isolated electrically.
@ ®

Figure 1-2 9 pin D-sub male connector

RS232ports

Number | Name Description Level 1/0 Wiring
1 DCD Data Carrier Detect RS232 | Input -
2 RXD Receive Data RS232 | Input Required
3 TXD Transmit Data RS232 | Output Required

Data Terminal Ready )
4 DTR ) ) RS232 | Output Optional
(always output active signal)

5 GND Ground Ground - Required
6 DSR Data Set Ready RS232 | Input optional
7 RTS Request To Send RS232 | Output Optional
8 CTS Clear To Send RS232 | Input Optional
9 RI Ring Indicator RS232 | Input Optional

Table 1-4 RS232 Port Specification

Data bits, Parity, Stop bit

ltems Parameters
Data bit 8,7,6,5

Parity None, Even, Odd, Mark, Space
Stop bit 1,152

Table 1-5 RS232 Parameters

Flow Control
CSEH21 supports RTS/CTS Hardware Flow Control.

Sollae Systems Co., L -9- http://www.ezTCP.com
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Telnet COM Port Control Option (RFC2217)

CSEH21 has Telnet COM Port Control Option function that is specified by RFC2217.
If the Telnet COM Port Control Option is enabled, CSE -H21 sends the CTS, DSR control
signal to the communication counterpart, and CSEH21 sets its serial por t items (RTS,
DTR, Baud rate, data bits, parity, stop bit) after getting information from the

communication counterpart .

Disable TCP Transmission Delay

If you use this option, CSE -H21 sends the data from the serial port to Ethernet as

quickly as possible.

TX Delay
CSEH21 has a function that delays its serial data for the user ~$ slow device. User can
set the interval between byte and byte which are  outputting from CSEH21$ serial

ports. Its unit is byte.

TCP Server / Client mode

This mode is available on T CP client mode only. In this mode, you don $need to
change the mode for switching active or passive TCP connection. Note that the

[Event Byte] option should be set to 1 or lager value.

152 Et hernet I nterface
Network part of CSEH21 is configured with Etherne t. So, what you have to do is only to
connect UTP cable. The Ethernet part detects 10Mbit or 100Mbit Ethernet automatically, to
connect the corresponding cable. It also provides auto MDI/MDIX function to detect 1:1
cable or cross-over cable automatically. Each piece of Ethernet equipment has unique
hardware addresses, and CSEH2lalso has factory-set hardware address (which is called
MAC address)

Figure 1-3 RJ45Ethernet connector

Sollae Systems Co., L -10- http://www.ezTCP.com
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Number Name Direction

1 Tx+ Output
2 Tx- Output
3 Rx+ Input
4 - -

5 - -

6 Rx Input

7 - -

8 - -

Table 1-6 Ethernet port pin description

DC5V is used for CSEH21 and the specification is below:

Sollae Systems Co., L

@2.0

@6.3

@

D,

GND

Figure 1-4 DC 5V Power Jack
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Before installing CSEH21, check the network environment where

CSEH21 User Manual Ver. 2.8

Installation Method
You can install CSE-H21 in the following steps.
Title Item Sub-item
1. IP address environment
Checking the Serial port t
'9 | Check items erial port parameters
communication
, Application program to be used
environment
2.
) Check
Connecting to Check the LINK LED
method
the network
] ) Set by ezManager, a utility program for
Configuration i .
3. configuration through the network.
method .
Configuring Set by AT commands in ATC mode
the IP address related items
environmental | Configuration Serial port related items
parameters items Communication mode (depending on

application program)

4. Application to the field

Table 2-1 CSEH21 Installation steps

ng

t he

Communication Environment

CSEH21 is to be

installed, including the followings matters:

(RS232

(baud rate, data bit, parity, stop bit

Sollae Systems Co., L

Serial port type of the equipment to which

Serial port items of the equipment to which

Application program protocol

Security Function (SSL, SSH)

IP address environment (local IP, subnet mask, gateway, DHCP/PPPoEetc.)

CSEH21 is going to b e connected

CSEH21 is going to be connected

, flow control )

to be used (TCP/UDP, server/client, etc.)

-12- http://www.ezTCP.com
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212 Connecting to the Network
Connect power to CSEH21, and connect CSEH21 either directly to the Ethernet port of
the PC where test is to be performed or to the network (hub) to which the PC is connected .
213 Configuring the Environmental Variabl es

When network connection is completed, configure the environmental variables such as IP
address related items, serial port related items, and communication mode related items

throughthe LANusin ¢ rMarmagerR t he environmental wvariable conf i

2.2 Test Run

You can perform test run according to the following orders. The test run described here

is based on the assumption that the IP address of the PC is set to 10.1.0.2

221 Changi ndAdRIC elsk

You can change the IP address of your PC as follows:

IP Address 10.1.0.2
Subnet Mask 255.0.0.0

Gateway IP Address -

Table 2-2 changing PC IP address

222 I nst £LISIH2 g

Connect the supplied RS232 cable between your PC and CSEH21, the LAN cable to the
hub to which the PC is connected or directly to the PC, and the supplied CSEH21 power
adapter to CSEH21 for power supply. If the LAN cable has been correctly connected when

power is supplied, LINK L ED turns on.

223 Conf i cCSrEH 21

Configure CSEH21 setting using ezManager, the ezTCP configuration program, as follows.

Run ezManager, and click [Search All] button in the ezManager window. And, ezManager
program will search all CSEH21s on the local ne twork.

When ezTCP is searched, MAC address of the ezTCP is displayed on the [Search Result]
window (The MAC address is indicated at the bottom of the product case).

Select the corresponding MAC address, and set the variables considering your network
environment.

When no ezTCP is found, check the Windows firewall. If you press [Windows Firewall]
button in the ezManager, you can see the Windows Firewall menu directly.

For simple test, we recommend that the variables keep default values as shown in the

Sollae Systems Co., L -13- http://www.ezTCP.com
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below table.
Parameter Value
Local IP Address 10.1.0.1
Network
Subnet Mask 255.0.0.0
Telnet Enabled
Option
IP Address Search Enabled
Serial Type RS232
Baud Rate 19200bps
Parity NONE
Serial Port Data Bits 8
(COM1/2) Stop Bit 1
Flow NONE
Communication Mode T2St TCP Server
Local Port 1470/1471
Table 2-3 configuring CSE-H21
224 Communi cation Test
Power the CSEH21 off and on, then it tries to connect to the  LAN.

. A program for testing starts if you press the [Simple Test] button of the ezManager.

Sollae Systems Co., L

" Simple Test E|
LAN
Send Receive
30 31 32 33 34 35 36 37 01234567 |
38 39 129
Data Length 10 e Apply Received Data 0 EByte(s)
[Ogeep 2live o
Ready
RE23z
Send Receive
30 31 32 33 34 3E 36 37 01234567
38 39 189
Data Length 10 s Apply Received Data 0 Eyueis)
COM Port EBaudrate Parity Data Bits Stop Bit Flow Control
comML W ||l9zo0 W none w2 + |[1bit v ||\none A

Figure 2-1 communication test 1

-14-
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Press the [Connect] button after inputting 10.1.0.1 and 1470 in the IP and Port. If

the TCP connection is established there will be
STS indicator will be on.

rConnected [10.1.0.1: 1470]. And the

M Simple Test 3]

LAN

Send Raceive

30 31 32 33 34 35 36 37 |01234567

38 29

Data Length |10 = Peceived Data 0 Bytels)
1CP Client v local u uauu®u Pore gm
OResp Alive 10.1.0.1 1470 Disconnect

Ready

nez3z

Sand Raceiva

30 31 3¢ 33 34 35 36 37 01234567

38 29

Data Length 10 = Beceived Data

COM Port Baudrate Parity Data Bits Stop Bit  Flow Control
COoHL W || 19200 A none v 8 ¥ |lbit 1

COML Closed

Figure 2-2 communication test 2

Press the [Open] button after selecting serial port that is connected to the

If the serial port is open, the

CSEH21.

rCOM1 the COM port has opened Rmessage will be

shown.
0 Simple Test ]
LAN
Send Receive
30 31 3Z 33 34 35 36 37 01234567
38 33 189
Data Length |10 = Peceived Data 0 Byte(s)
s
TCP Client ¥ Local Port Peer Address Peer Port
[OReep Alive 10.1.0.1 1470 Disconnect
Ready
Rs232
Sand Raceive
30 31 32 33 34 35 3€ 37 101234567
38 39 189
Data Length 10 = Beceived Data
ud.ratu Paricy Data Bits Scop Bic
ot W 15200 ~ none |8 ¥ lbit
COML Closed

Figure 2-3 communication

Sollae Systems Co., L -15-
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If you press the [Send Data] button on the LAN part (Top), the data shown in the

B

[Send] box will be transmitted to the [Receive] box onthe  RS232part (Bottom).

® Simple Test E|
LAN
Send Receive
30 31 32 33 34 35 36 37 100234567
38 39 189

Data Length

Fave

Connscted [10.1.0.1 : 1470]

RS232

Send Receive

30 31 32 33 34 35 36 37 |0LZ34567 30 31 32 33 3 § 36 37 101234567
38 39 (E-2] 28 29 183

Data Length 10 i: Recaived Data 0 EBEytais)
T T T

COM Port Eaudrate Parity Data Bits Stop Bit Flow Control

COML The COM port has opened.

Figure 2-4 communicati on test 4

If you press the [Send Data] button on the RS232 part (Bottom), the data shown in

the [Send] box will be transmitted to the [Receive] box on the LAN part.

® Simple Test E|

LAN

Fand Receive

30 31 32 33 34 35 36 37 101234567 30 31 32 33 34 35 36 37 101234567
38 39 |as 38 39 189

Data length |10 |3 Raghivad Daca 0 Bycals)
TR T T

Local Port Peer Addr Paer Port

@

Connected [10.1.0.1 : 1470]

Rs232

Send Receive

30 31 32 33 34 35 36 37 |0LZI4E 30 31 32 33 34 35 36 37 101234567

38 39 183 38 39 183

Data Length 10 |- Received Data 0 Byte(s)
ST S T

COM Port Eaudrate )gri@l}mn Bits Stop Bit Flow Control

COML The COM port has opened.

Figure 2-5 communication test 5

If the transmitting and receiving data are same, the communication test is

successful.
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3.1 IP Address and Environmental Variables

For TCP/IP communication, you must set IP address related items. In addition, you have
to set serial port related items (s erial port type, communication speed, data bit length,
parity bit, flow control and etc.) to CSEH21.

You can set the IP address and the serial port related items by using  ezManager, the
supplied configuration utility which allows you to configure your CSE-H21 over the network,

or by using AT commands in ATC mode

3.2 Configuring with ezManager

321 ezManager

The basic environmental variables (IP address related items, serial port items, and etc.)
can be set by ezManager which is an integrated management tool for Wi ndows.
ezManager runs on Microsoft Windows and may not work on some older operating

systems. Following is the screen shot of ezManager which is just launched .

W ezTCP Manager v3.1H (2011/07/20) E‘Elg

Search ezTCP Hetwork |Option | Serial Dort
HAC 1P Zerial
Product
MAC Address

a0 20 23 000001 JISERCE

Search Resulrts Local IP Address

Subnet Mask
PPPoE ID PPPoE Password

Cateway IP

DNS IP Address

Worify IP Change

Protocol Interval
Minuteis)

Port Data Type

DDNS ID DDNS Password

Host Name {custom)

View Coument

l Search AlL ] Simple Test

Fadvanced Hems

Changs F/W f HTHL Iuport Variables Windows Firewall

[ PING / ARP l l Select hinding IP ]

Figure 3-1 the initial window of the ezManager
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322 Buttons of ezManager
Button Description
Read Read the values configured through MAC or IP address.
Write Store the changed values of parameters

Set Password

Set or remove the password by this button.

Status

Check the status of ezTCP in real time.

Factory Reset

Initialize all the values as a default.

Debugging Message

Make the ezTCP broadcast debugging messages.

Change F/W / HTML

Change the firmware or HTML files with this button.

Export Variables

Store a set of values as a file.

Import Variables

Load values from a file made from [Export Variables]

Multi Write Configure a set of values to one or more ezTCP
PING/ARP Test the PING reply and manage the ARP table.
Simple Test Run the test program interfaced with Network and RS232 p ort.

Windows Firewall

Run the windows firewall set window.

Exit

Exit ezManager

Table 3-1 buttons of ezManager

323 Parameters of ezManager
Tap Section Parameters
Local IP Address, Subnet Mask,
Network
Gateway IP, DNS IP Address
) Protocol, Interval, Port, Data Type, DDNS ID, DDNS
Notify IP Change
Password, Host Name(dynDNS/custom)
Network Obtain an IP From the First Received Packet,
Obtain an IP Automatically (DHCP),
Option Obtain an IP Automatically (PPPoE),
PPPoE ID, PPPoE Password,
Obtain DNS Server Address Automatically
Telnet, IP Address Search, Send MAC Address,
Option Debugging Message, SSL, SSH,
) Multiple Connection
Option
Allowed MAC Address, Allowed IP Range,
ezTCP Firewall IP Address, Network Mask,
Apply To ezManager
Serial Port Serial Port Serial Type, TTL, Baud Rate, Parity, Data Bits, Stop

Sollae Systems Co., L
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Bit, Flow Control, DTR/DSR, TX Interval

Communication Mode, Peer Address,
TCP/IP Peer Port, Local Port, Event Byte, Timeout,

Data Frame

Table 3-2 parameters of ezManager

324 Matterattenided
ezManager can be used when you want to change your device $ environment variables.

In case of CSEH21, two interfaces are supported and those are Ethernet and RS232 port.

Using Ethernet Port

For use ezManager through Ethernet, CSEH21 should be connected with PC on
networks. If they are located at the same network, [Search All], on the [MAC] tap,
could be used with MAC address. If they are connected on  Internet, [Read], on the [IP]

tap, could be used.

Using RS232 Port
For use ezManager through RS232, not only the CSEH21 should be connected to PC

with RS232 cross cable but also has to be operated as serial configuration mode.

3.3 AT command

In ATC mode, the user can set environment variables through the serial port using AT

command.

F Eng | ngd hmengsd4- s @SBi+L Rdds S

3.4 Notify IP Change

In internet environment, most host get IP addresses dynamically. In this case, it is very
hard to communicate to the host because the IP address is changed dynamically. The IP
Change Trap service solves this problem. There are 3 types- DDNS, TCP and UDR for this

service.

341 DDNS (Dynamic Domain Name System)
If the CSEH21 obtains its IP address, it notices to the service provider. Then the service
provider serves DNS service. So, even though user doesn $know the CSEH21S IP address,
user can connect to the CSEH21 by the host name (after DNS looking up.) The DDNS
service provider that the CSEH21 supports is only DynDNS (http://dyn.com/d ns/) currently.

F Al about service usage of an account could be changed according to the

policy of DynDNS.,

Sollae Systems Co., L -19- http://www.ezTCP.com



http://www.eztcp.com/

CSEH21 User Manual Ver. 2.8

342 TCP/ UDP

In addition, CSEH21 can transmit some information to user $ TCP/UDP servers each
period which is set. This information is IP address, MAC address, product ID, firmware

version, and comment. The data can be sent as either ASCII or Hexadecimal type.

F  For more detail s about the Notify IP Change, please refer to the document on

our web site.

F  For more details about the ezManager, please refer to the manual of

ezManager on our web site.
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4.1 Operation Mode

CSEH21 can operate in one of two modes (normal an d ISP modes). Normal mode is
ordinary data communication mode; and ISP mode is used to download CSEH21 firmware

through the Ehernet port.

411 Nor mmad d e

The normal mode is an operation mode that CSE -H21$ works for normal purposes. If

CSEH21 boots up without any other treatment, it works in the normal mode.

F  Please refer to the 5. Normal Mode.

412 Ser i al Configuration Mode
If you press the switch on the side of the body in the normal mode for 20ms ~ 1s, it
works in the Serial Configuration Mode. You can se t the environmental variables through
the COM1 port in this mode.

413 1 SMode

If you press the switch on the side of the body in the normal mode over 1 second, it
works in the ISP mode.

You can download new firmware to CSE -H21 with hotflash program thatis a TFTP client
through the Ethernet.

And you can configure the CSE -H21 in the ISP mode even though you forget its
password or you can $ access the CSEH21 because the [Access Lock] function is enabled.

(All security functions are disabled in the ISP mode)

414 Canpari son between two modes

The following is a comparison between the normal mode and the ISP mode.

Mode How to initiate Description Baud rate
Power on CSEH21 o
) . Normal communication Mode the value
normal without pressing the
T2S, ATC, COD, U2S that user set
ISP button
Serial Pressing the ISP Configuring CSE-H21 through 115200bps/
Configuration button for 20ms~1s. COM1 N/8/1
ISP Pressing the ISP Firmware download mode 115200bps/
button over 1 second | Security options are disabled N/8/1

Table 4-1 Operation Mode
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4.2 Upgrading Firmware

In ISP mode, you can upgrade a firmware (CSEH21 operation software) provided by our
company. There is another thing in this mode. If you forget your password set before, you
can reset it by entering this mode. In ISP mode, all the security options including ezTCP

firewall are removal.

The following is the firmware upgrading procedure.

Supply power with pressing ISP button or push the button over 1 second, then
CSEH21 operates in the ISP mode.

B

Run hotflash that is supplied by us and input IP address of CSEH21 and select the
firmware with the [FILE] menu. Then, send it with [SEND] button. (Uncheck the

[Verify firmware version] option.)

¥ hotflash vl.6e 3

ezTCP's Local IP Address
10 1 0 1

lDV.rxtY firmvare vcr:xonl

Product Select product W

TINEOUT

K Second(s) (1 ~ 60)

FILE smm_|| p1nc/awr | hotflash1be

M3ZR13A_12.BIN 'E 241664bytes download OK
.

CRC : €B3B
Dovmloading.

[ QuUIT | '

Figure 4-1 upgrading firmware

When the transferring firmware is completed, CSEH21 automatically reboots and

enters normal mode.

F  Upgrading firmware can be implemented with ezManager whose version is

3.0A or subsequent version.
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4.3 Checking current status

431 Tel net | ogin
Once the [TELNET] option is activated, users can remotely log in to CSE -H21. If a

password is set, users should input the password.

F  Starting with firmware version 2.0A, you can login by entering "sollae”

without setting a password.

After then, messages from CSE-H21 appear like the below figure.

(SE-H21 Management Console v2.0A Sollae Systems
password: *HexEs
Lsh>

Figure 4-2 Telnet login
432 Commands

Network Status
User can monitor network status of CSEH21 with the rst net Rcommand.

lsh>»st net

proto name local address peer address sendg state
TCP tty 18.1.8.1( 23) 10.6.8.50(49432) 140 ESTABLISHED
TCF comz2 B.0.0.0( 1471) B.0.0.0( ®) @ LISTEN

TCP coml B.0.0.8( 1478) 0.0.0.0( @) @ LISTEN

Lsh>

Figure 4-3 networ k status

Serial PortsSStatus
User can monitor the statuses of two serial ports with  the rst sioR command. The

tx_count and the rx_count are the total data sizes to/from the serial ports.

Lsh»st sio
port fmax rbmax rxbuf txbuf rx_count tx_count

coml B @ ) ) @ B
comz B @ ) B @ B
Lshz

Figure 4-4 serial ports' status
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Checking Uptime

With rst uptime Rcommand, you can check the time of your device boots up.

Lsh»st uptime
01:53:38.24 up @ days
Lshz

Figure 4-5 checking uptime

Serial Ports I/O data capture

This command is available on 1.2H or subsequently released firmware version. User
can monitor the input / output data of CSEH21S serial ports with th e rsdRcommand.
The way of using this command is like below.

rsd [SPACE] [# of Serial Port] [SPACE] [Interval]R

The value of [# of Serial Port] is that COM1 is r1Rand COM2 is r2R [Interval] means
duration of capturing and printing data on your screen and its unit is mill  isecond (ms).
For example, if you want to capture the data in every second, the value of [Interval]
should be 100.

Lsh»sd 1 180

coml dump start

coml dump buffering time : 1868ms

Lsh»txl => 30 31 32 33 34 35 36 37 | 01234567
twl => 30 31 32 33 34 35 36 37 | B1234567

Figure 4-6 serial ports I/O data capt ure
If you set O to the [option2], the capturing I/O data will be stopped.

Ilsh>sd 1 @
com 1 dump stop
Lshz

Figure 4-7 stopping capturing data

Termination of TCP connection

Using rscR command, users can terminate established TCP connection . The way of
using this command is like below .

rsc [SPACE] [Name of Serial Port] [SPACE] closé&R

Lsh»sc coml close
coml: closed
Lshz

Figure 4-8 termination of TCP connection
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4.4 Check Status inthe ezManager

If you press the [STATUS] in the ezManager, you can monitor the current status of CSE -
H21. If user sets [Refresh Every 1 second] option, the status data will be updated in every
second.

And user can close the TCP connection in the TCP/IP Connection window with mouse -
right button.

# status E

Status

FIPMWARE VERSION
CEE-HZ1 / 1.3 Bev_ i

STSTEM UPTIME
0 days / 00:06:33.43

IP4 METWORE INFORMATION
Device IP address - 10.1.0.1
Subnet mask - 255.0.0.0
Gateway — 0.0.0.0
Name Server - 0.0.0.0

TCP STATE
COML - ESTAELISHED
COMZ - LISTEN

SERIAL STATUS
COM1 sio rx - 0 , net_tx - 0 , net_rx - 0 , sio tx - 0O
COMZ sio rx - 0 , net_ tx - 0 , net_rx - 0 , sio tx - 0

ARF TAELE
10.1le.z.186 00:0Z:ff:al:bl:02 Z&

TCP/IPF Commection

Name TCP Etate

Ty LISTEN: 23

con? LISTEN: 1471

ESTAELISHED .156:1060

Close this TCP Connection F

Password |

[]Refresh Every 1 Second.

[ Cross ]

Figure 4-9 check status in the ezManager
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4.5 Remote Debugging

If the [Debugging Message] field in the [OPTION] tab of the ezManager, CSEH21
transmits debugging messages with UDP port 50006. Then user can get the messages with

new window if user presses [Debugging Message] button as followed:

L Debugging Message &|
Time MAC Address Debugging Message A’
[20:43:41 232] [00:30:F3:0A4:80:37] [172] dip: rowd: 10.16.0_.15&.1101 = 10.1&_.0.%0_1470: ACK PSH =seq
[20:43:41 232] [00:30:F3:0A4:80:37] [173] dip: sent: 10.16.0.80.1470 = 10.1&6.0.15&_1101: ACK seq: EZ6
[20:43:42 1e2] [00:30:F2:0A:80:27] [174] dip: rovd: 10.16.0.155.1101 = 10.16.0.50.1470; ACK PEH seq
[20:43:42 182] [00:30:F3:0A4:80:37] [175] dip: sent: 10.16.0.80.1470 = 10.1&6.0.15&_1101: ACK seq: E6
[E0:432:42 36Z] [00:-30:F9:0A:80:97] [17&] dip: reovd: 10.16.0.156.1101 = 10.1&6.0.20.1470: ACK PSH seq
[20:43:42 332] [00:30:F3:0A4:80:37] [177] dip: sent: 10.16.0.80.1470 = 10.1&6.0.15&_1101: ACK seq: E6
[20:43:42 EZ3] [00:30:F3:0A4:80:37] [178] dip: rowd: 10.16.0_.15&.1101 = 10.1&.0.%0.1470: ACK PSH =seq
[20:43:42 553] [00:30:F3:0A:80:37] [172] dip: sent: 10.16.0.80.1470 » 10.16.0.156.1101: ACE seq: Z6
[20:43:42 7Z3] [00:30:F3:0A4:80:37] [180] dip: rowd: 10.16.0.15&.1101 = 10.1&.0.%0.1470: ACK PSH =seq
[E0:43:42 7E3] [00:30:F3:0A:80:37]1 [181] dip: sent: 10.16.0.80.1470 = 10.16.0.156.1101: ACE =seq: Z6
[20:43:42 23] [00:30:F3:0A4:80:37] [182] dip: rowd: 10.16.0_.15&.1101 = 10.1&.0.%0_1470: ACK PSH =seq
[20:43:42 243] [00:30:F3:0A4:80:37] [183] dip: sent: 10.16.0.80.1470 = 10.1&6.0.15&_1101: ACK seq: E6
[20:43:453 184] [00:30:F3:0A:80:37] [184] dip: reovd: 10.16.0.156.1101 = 10.16.0.50.1470: ACE PSH seq
[20:43:43 Z14] [00:30:F3:0A4:80:37] [185] dip: sent: 10.16.0.80.1470 = 10.1&6.0.15&_1101: ACK seq: E6
[20:43:43 334] [00:30:F3:0A4:80:37] [186] dip: rowd: 10.16.0_.15&.1101 = 10.1&_.0.%0_1470: ACK PSH =seq
FT#n-d4=2-4=2 4141 rmn-=2n-®¥3-nNa-2nN-971 Ma?1 HGw- cawt+- 10 1A N A0 1470 = 10 1/ N 168 11N1- AN sane- 7§v
< ¥

Start Capture ][ Save Mezzage ][ Clear Meszage ] [V auto secrell
[ Load Message ][ Close ]

Figure 4-10 remote debugging
This function is very useful when there are any problems when users install the CSEH21

in the user site.

4.6 Sending MAC Address

[Sending MAC Address] is a function that CSE -H21 sends its MAC address to the remote
host right after the connection is established. By using this function, a server can identify

multiple devices with the information.

| Networkl Serial Portt Option |

Option

[F] Telnet IPv4 Address Search
["] pebugging Message

[ =aC [ Multiple Connection

|:| 55H Power Management

Figure 4-11 sending MAC address

a Move to the [Option] tab.
a Check the [Send MAC Address] option
F  This function is available on 1.3A or subsequently released firmware version.
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5.1 Introd uction

Normal communication mode is suitable for the purpose of using CSEH21.
Normal communication mode can be classified into four modes f T2S, ATC, COD, and
U2S ¥ each of which is described in the following table.

i Configuring
Communic Need for user ;
i i ; environmental Topolo
ation Protocol | Connection | Equipment Software ) i i
o variable via serial ay
Mode Modification
port
T2S TCP Passive Not needed Impossible 1:1
Active
ATC TCP ) Needed Possible 1:1
Passive
COD TCP Active Not needed Impossible 11
No _
u2s UDP . Not needed Impossible N:M
Connection

Table 5-1 Communication Mode
TCP protocol requires connection process. The connection is always established as 1:1
connection. At this time, the host waiting for connection (passive connection) is called a
server and the one attempting to connect (active connection) is called a client.
On the other hand, UDP communicates by block unit without connection process. As

UDP does not require connection, numbers of hosts can communicate at the same time
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52 T2S1 TCP Server

In T2S mode, the CSEH21 functions as a server. When a host connect s to predefined
local port, the CSEH21 accepts a TCP connection. When the ezTCP accepts TCP
connection, then the TCP connection is established.  After connection is established, TCP/IP
processing is performed on the data coming to the serial port, which is then transmitted to
the remote host. And the TCP/IP data coming from the remote ho st is TCP/IP-processed

and transmitted to the serial portto  establish data communication.

Remote Host ezZTCP Serial Device

Listen an
local ot

Requas! Top Connectian

ucapt TP cormection

=
cannesctad /]
A N

“."I CATA "RBCT | TCRIF

DaTA "DEF (TCPNIP >

DATA “DEF

DATA “ARC

=T25 Mada>

Figure 5-1 T2S - TCP server

521 TCP Connecti on

If a host connects to the pre -defined [Local Port] of CSEH21, the host can communicate
bi-directionally.

522 Seri al Data before the TCP Connecti on
The received serial data before the TCP connection is established will be handled based
on the [Event Byte] settings. If the [Event Byte] is 0 , the data that comes to serial port of
CSEH21 will not be recognized. If it is not 0, the serial data before TCP connection will be

temporarily saved to be sent to the host after the connection.

523 Data Transmission
When the TCP connection is established, the data communication in between the hos t
and the serial device will be established. Then, CSEH21 will send data according to the
[Data Frame]. In other words, when the data comes through ~ CSEH21S$ serial port, it will be
temporarily saved in the buffer. Then, when there is no incoming data dur ing the
designated [ Data Frame], CSEH21 will send the saved data. If the [ Data Frame] is 0, CSE
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H21 will send serial port § data immediately. The unit used for the [ Data Frame] is 10m

seconds, so CSEH21 rounds down rest of the values.

524 Di sconnecti on

When the connected host terminates the connection, or there is no data communication
during the designated [Timeout], the TCP connection will be automatically terminated. The

unit used for [Timeout] is 1 second.

5.3 COD1 TCP Client

In COD mode, the ezTCP functio ns as a client.

When data of the pre -specified size [Event Byte] comes to the serial port, the ezTCP
attempts a TCP connection to the TCP port [ Peer Port] of the preset host IP [ Peer IP
Address]. If the remote host accepts the TCP connection, TCP connect ion will be
established. Data coming to the serial port after connection establishment is TCP/IP -
processed and transmitted to the remote host. And, data coming from the remote host is

TCP/IRprocessed and transmitted to the serial port for data communica  tion.

Remole Host ezTCP Serial Device

Listen -
CATA “AR

') il CATA &
Rpguest TCP connet

cenneched

CATA "CEF

DATA @1 [TCRIF) >
OATA “GEHI D

OO0 conneation sequencs = Byle Count; 3>

Figure 5-2 COD - TCP client
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531 Seri al Data before the TCP Connection
Data before TCP connection will be handled based on the [Event Byte] settings. If the
[Event Byte] is 0, the data that comesto CSEH21Ss ser i al port wild/l not be

not 0, the serial data before TCP connection will be temporarily saved to be sent to the
host after the connection.

532 Data Transmi ssi on

When the TCP connection is established, the data communication in between the host
and the serial device will be established. Then, CSEH21 will send data according to the
[Data Frame]. In other words, when the data comes through CSEH21Ss s er i avilbepor t , i
temporarily saved in the buffer. Then, when there is no incoming data during the
designated [Data Frame], CSEH21 will send the saved data. If the [Data Frame] is 0, CSE

H21 wi | | send serial portSs data immedi a]tisel0y . The
milliseconds, so CSEH21 rounds down rest of the values.

533 Di sconnecti on

When the connected host terminates the connection, or there is no data communication

during the designated [Timeout], the TCP connection will be automatically terminated. The
unit used for [Timeout] is 1 second.
534 DNS
If users set the host name instead of the IP address on the [Peer Address] box, @ CSEH21

query the IP address of the hostto it s Domain Name Server (DNS). The IP address of DNS

can be configured on ezManager. If you set incorrect address on that box, the connection
won $ be established.
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54 ATCi1 AT Command

AT command is a mode which users control CSE -H21 with AT command like controlling
modem. In this mode, active and passive TCP connections are available. And users ar e

allowed to configure some environmental parameters with extended commands.

541 Key parameters

The configuration should be implemented via the serial port of CSE  -H21.

Commands Description Examples
+PLIP Local IP Address at+plip=10.1.0.1<CR>
+PLP Local Port at+plp=1470<CR>
+PRIP Peer IP Address at+prip=10.1.0.2<CR>
+PRP Peer Port at+prp=1470<CR>
+PDC DHCP at+pdc=1 (ON)<CR>
+PPE PPPoOE at+ppe=1 (ON)<CR>
+PTO Timeout at+pto=10<CR>
+PWP Store setting at+pwp<CR>

Table 5-2 some of ext ended commands for configuration

Related items with IP Address and Local Port
Local port can be set as well as IP address related parameters like IP Address, Subnet

Mask and Gateway IP Address.

Peer Address / Peer Port

IP address and local port of a remote host are can be set.

Type of assigning IP address. Manual, DHCP, PPPoE
Not only manual setting, also automatic assigning protocol (DHCP, PPPoE) are

available.

Others

Some of options including [Timeout] can be  configured in this mode.
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542 Exampl es

TCP Serverf setting parameters and passive connection

¥: Py
= < TCP/IP Q Serial

Remote Host CSE-H21 Serial Device

ok
A_[. +PL1P :10 -1 'n
b/y

[S¥M)

[Ack)

w’

Figure 5-3 TCP passive connection

Points States
~ Set parameters in the AT command mode
i CSEH21 listens TCP connection requests with the ATA
2 command
~ CSEH21 is listening TCP connection requests
a A remote host has sent SYN segment to CSE -H21
~ Processes of TCP connection
a TCPconnection has been established
~ CSEH21 sends rCONNECTRmessage to the serial port

Table 5-3 states of each point
F  Most of the response messages from the serial port of CSE -H21 are omitted

on above figure.
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TCP Clientf setting parameters and active connection

. TCR/IP Q Serial

Remote Host CSE-H21 Serial Device
2
a1 +PRIP=10 10
aT+PRP=1470
%

B

[yl
ISVNJ+{ACKI
ACK]
%’
Figure 5-4 TCP Active connection
Points States

~ Set parameters in the AT command mode

CSEH21 sends a TCP connection request with the ATD

a
command
~ Processes of TCP connection
a TCPconnection has been established

~ CSEH21 sends rCONNECTRmessage to the serial port

Table 5-4 states of each point
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Termination of online status f entering the AT command mode

= TCP/IP Q Serial

Remote Host CSE-H21 Serial Device
F+¥
sk x
ATH _
(FIm
[FIN) +[ack;
(pckl

NO CARRIgR

Figure 5-5 Termination of online status

Points States

~ Keeps TCP connection

a CSEH21 enters the AT command mode with receiving  r+++ R

~ Keeps AC command mode

a CSEH21 terminates TCP connection with ATH command

~ Processes of TCP disconnection

a TCP connection has been terminated
~ CSEH21 sends rNO CARRIERwith disconnection

Table 5-5 states of each point
CSEH21 changes the mode to AT command, when receiving r+++ Rand sending rOKR
message. In this state, the communication with remote host is not possible because CSE -
H21 processes only AT command. Whenever you want to go back to online state (TCP

connection), use TATORcommand.

F  For more information about this, please refer to the SATC mode s document on the
[DOWNLOAD] >> [Download ] board of our web site.
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5.5 UDP

UDP has no processes of connection. In this mode, data is sent in block units. Therefore,
data that comes through CSEH21Ss ser i al port imblckunib®seaditassi fi ed

elsewhere.

551 Key parameters

Block Size(Byte)
[Block Size(Byte] means the size of a block in UDP mode. Its unit is byte. The size of
bytes is come into the serial port, CSE -H21 sends them as one block to the network.

The maximum val ue could be 1460 bytes.

Data Frame
[Data Frame] means the time for gathering data to make one block. Its unit is 10ms.
If there are no transmission during the time which is set to this value, CSE -H21 sends

gathered data in the buffer as one block to the ne twork.
F  Please set this value to 11 or higher values for correct operation.

F  Once one of the parameters is sufficient, the block size is decided as the

condition.

. Dynamic update of Peer host
If users set the value of [Peer Address] and [Peer Port] to 0, [dynamic update of peer
host] function is activated. By using this function, CSE -H21 can communicate to

multiple hosts without additional setting.

F  This function is avallable on 1.2H or subsequently released firmware version.
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55.2 Exampl es
Block Size: 5 bytes / Data Frame: 1s (100 by 10ms)

Y TCP/IP Q’ Serial

Remote Host C5E-H21 Serial Device

L L e
R
QO

a5 @ BYE®
112345 678 3 BN
LDP Header™ 1
F
UDP Heaqy
e””ﬁﬁ[" “ABC"
BC” (3 Bytes)
1 Second

a

UDP Heade! +"678

Figure 5-6 time chart for Block Size is 5 bytes and data frame is 1s

Points States

~ CSEH21 is receiving data from the serial port

CSEH21 Sends 5 bytes as one block based on the [Block Size]

a

~ Serial device sends data r678Rto the CSE-H21

a Data r678Rhas arrived

~ CSEH21 sends data from the remote host to the serial device
a 1 second has passed

~ CSEH21 sends d a t G78Rbased on the [Data frame]

Table 5-6 states of each point
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Dynamic Update of Peer host
This is a function that CSE -H21 automatically sets its peer host with information of
the last packet which is received from network. In the packet, the  source address and

port number is used.

Parameters Values
Peer Address 0 (None)
Peer Port 0

Table 5-7 setting for [dynamic update of peer host] function

y TCP/IP q TCP/IP Y

Remote Host 1 CSE-H21 Remote Host 2

23

%‘

abr_‘“’

“DE’
45"

Figure 5-7 time chart for [dynamic update of peer host]

Points States
~ Remote host 2 sends data to CSE -H21
a CSEHZ21 sets host 2 to peer host

~ Remote host 1 sends data to CSE -H21

a CSEH21 updates host 1 to peer host

~ Remote host 2 sends data again to CSE -H21

a CSEH21 updates host 2 to peer host

~ CSEH21 can communicate with remote host 2

Table 5-8 states of each point

F  The data SABCs, DES, SFGHs are from the serial port of CSE  -H21 in the above

figure
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6 Security Protocols & Option

6.1 SSL
6.1.1 SSL (S8ocoakKatyer)

SSL is cryptographic protocol that provides secure communication on the Internet. The
SSL works over TCP.

6.1.2 How t o set CiSlH€21SSL on

To works for SSL, you have to set the SSL -related parameters as the following steps.

Set the [SSL] check box in the ezManager.

Network | Option | Serial Pnrt.|

Option

Telnet IP Address Search
ffff fl: Lddress DDehugging Ne=zsage

SSL Multiple Connhection
SEH

Figure 6-1 SSL 1

Log in the CSEH21 with telnet client.
F  Fortelnet login, p lease refer to the section 4.3.1

Generate an RSA key with a command. CSEH21 supports 512, 768, and 1024
length keys.

Command Format : rsa keygen [key length]

e Telnet 10.1.0.1

sh»rsa keygen 512 -
average 10sec required to find two 256bits prime numbers, please wait..

rsa: %ind 256bits random prime p..1 2 4 7 8 11 14 17 23 32 37 3B 41 52 56 55 G2
73 76 79 83 B8 91 92 101 107 127 133 137 142 146 148 151 154 161 169 172 176 179
184 193 197 199 J06 2412 214 221 244 226 239 242 244 254 263 266 274 283 287 289
301 304 307 311 322 332 338 found

rsa: find 256hits random prime g..1 2 7 8 10 16 17 23 25 28 32 35 46 55 56 62 70
?ld?3 76 85 88 0L 116 118 121 122 127 133 136 142 146 148 155 160 161 175 188 f
oun

rsa: RSA key pair(public/private key) generated.

rsa: key walidation OK

;Sﬁ: rsa_server_key exist, replaced to new key

sheg

Figure 6-2 SSL 2
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Make a certificate with a fcert new Scommand. The certificate is a self-signed.

B

Figure 6-3 SSL 3

Save the parameters for SSL with the Fssl save aa55cc335command.

Figure 6-4 SSL 4

6.1.3 Restricti on

To use the SSL with CSEH21, there is a restriction. You can use only one serial port
(COM1) if you set the SSL function.
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